
Heimdall Enterprise Security Datasheet

AI Compliance Gateway & On-Device Sanitization Agent

1. Overview

Heimdall intercepts and sanitizes data locally in device memory before sending queries to LLMs.
PII, names, and emails are replaced with cryptographic tokens, keeping your outbound traffic secure.

2. Architecture & Security Specifications

- 100% Air-Gapped local operations with zero telemetry or developer phone-homes.
- SQLCipher AES-256 database storage for mapping values locally.
- Local key storage vaulted using Windows Data Protection API (DPAPI).

3. Licensing & Support SLA

- Isolated Pilot: Self-service community support
- Departmental Node: Standard 8/5 Email support
- Corporate Site: Priority 8-hour support response SLA
- Server Gateway: 24/7 Priority Support (2-hour critical SLA)

4. Contact & Managed POC

To request a structured 30-day Managed POC for evaluation, please complete the assessment
on the landing page or request integration support.


